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Chapter 4 Configuration

4.14.2 Modbus Plus Addressing

Modbus Plus node addressing can be set using switches or via configuration software. To use the
switch address settings, the “Enable Switch Address” option in configuration software must be
selected, otherwise switch settings are ignored. NOTE — software address configuration is the
recommended option if use of the GDB Offset and Count parameters is required (See section
4.11.4).

Two sets of six switches are available: Node Address (S1, the left-most set of switches, closest to
the D-SUB connector), and Source Address (S2, the right-most set of switches). Address settings
for both switches use the same binary format illustrated in the table below.

1 2 3 4 5 6 :
Function
MSB LSB
ON ON ON ON ON ON Node Address set to 1
ON ON ON ON ON OFF Node Address set to 2
ON ON ON ON OFF ON Node Address set to 3

OFF OFF OFF OFF OFF ON Node Address set to 63

OFF OFF OFF OFF OFF OFF Node Address set to 64

4.14.3 Protocol & Supported Functions

Devices on a Modbus Plus network have two ways of exchanging data. One is through fast
cyclic 1/0 data called Global Data, and one through a somewhat slower Modbus protocol for
point-to-point parameter data transfer. The 905G supports both Global Data and point-to-point
data, however the module cannot initiate point-to-point commands but only respond to and
accept point-to-point commands initiated by other nodes on the network.

Modbus Plus is a token bus network. This means that each device on the network will receive the
token on a cyclic basis. When a device on the network receives the token it is able to broadcast
up to 32 words of Global Data. All other devices on the network will ‘see’ this data, and
depending on their configuration have the option to use some, or all, of the broadcast data.
Consequently, the 905G Modbus Plus module supports up to 32 words of Global Outputs (i.e.
Data To Network) and up to 32 words of Global Inputs (i.e. Data From Network).

The 905G also supports point-to-point data, however the module cannot initiate point-to-point
commands but only respond to and accept point-to-point commands. The 905G Modbus Plus
supports only the following point-to-point operations on Modbus 40000 (4X) registers:

- (0x03) Read holding Registers
- (0x06) Preset Single Register
- (0x10) Preset multiple Registers

The 905G Modbus Plus supports the following exception responses:
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- (0x01) Illegal function for the addressed slave
- (0x02) Illegal data address within the information field for the addressed slave
- (0x03) Illegal data value in the information field for the addressed slave

The 905G Modbus Plus supports up to 1024 words of output data and 1024 words of input data.
Converting this to 40000 registers, the possible output registers (Data To Network) range is
40001 — 41024 of which the first 32 words (i.e. 40001 — 40032) are global output data. However
all output registers, including the global output registers, may also be read from the module
using the point-to-point command Read Holding Registers (0x03). The possible input registers
(Data From Network) range is 41025 — 42048 of which the first 32 words (i.e. 41025 — 41056) is
global input data (i.e. data extracted from another network device’s global output data). Only
data not assigned to global input data (i.e. 41057 — 42048) may be written by the point-to-point
preset register commands.

4.14.4 Configuration

The “Node Address” will be the Modbus Plus network address of the 905G, (allowable values
are 1 — 64) and must be unique for the network segment. The “Source Address” will be the
Modbus Plus network address of another module on the network from which the 905G will
extract Global Data (i.e. Data From Network). Only 1 source address can be added to the
configuration (i.e you can only extract data from one source device). “GDB I/P Count” (up to
32 words max) specifies the amount of Global Data to extract from the “Source Address” each
cycle. An offset into the source unit’s global data (“GDB I/P Offset”) may also be specified in
order to read a specific portion of the 32 word global data of the source address. However, since
only 32 words max of global data are produced, the sum of GDB I/P Offset and GDB I/P Count
must never exceed 32. After setting these parameters, the 905G 1/0 Registers must be linked to
Modbus Plus 40000 registers with appropriate “Fieldbus mappings”.

In the below example there is one “Fieldbus Write Mapping” (this will make available Data To
Network) and one “Fieldbus Read Mapping” (this will make available Data From Network).
When adding mappings, software will automatically adjust the available 40000 register address
range

170 Register Selection

I/O Location: Read Area Location
F¥yiord Len's 41025-41074 41026 41027 41028 41029
¥ word Lon's 4107541124 41030 41031 41032 41033 41034
&% iord Lor's 4112541173 41035 41026 41027 41028 41039
FXyiord Len's 41175-41224
X iord Len's 41225-41274 41040 41041 41042 41043 41044
#3 word Lon's 4127541324 41045 41046 41047 4104a 41049
X yiord Len's 41325-41374
¥ \iord Lon's 4137541424 41050 41051 41052 41053 41054
FXiord Len's 41425-41474 41055 41056 41057 41058 41059
Y - .

g Wiord Lon's 4147541524 41060 41061 41082 41063 41054
F¥iord Len's 41525-41574
F% o Lon's 4157541624 41085 41066 41067 41058 41059
F¥iord Len's 41625-41674 #1070 41071 41072 41073 41074

F¥urord Len's 4167541724
X usord Len's 4172541774

% iord Lon's 4177541824 —BIT Usage for WORD Location 41025

F¥usord Len's 41525-41574

¥ od Lon's 4167541924

ﬁtWDrd Len's 41925-41974 Bits are filled from kMost Significant (MSE] to Least Significant Bit [LSE] / oK
'ﬁ'}Worchn's419?5-42024 VMiIMIVMZVMIVMANVENWEWT —l
¥ yiord Lon's 42025-42074 MSE LSE

depending on the command type (i.e. read or write fieldbus mapping), see below.
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The 1/0 Register selection below for the fieldbus read mapping illustrates the allowable 40000
register address range base upon the chosen command type.

The fieldbus write mapping links the 48 1/0O registers 0 — 47 to the fieldbus interface 4X registers
40001 — 40048. As described earlier, fieldbus interface registers 40001 — 40032 are always
assigned as Global Data Out registers (i.e. Data To Network), these registers will be broadcast to
the network on each token rotation cycle. The remaining registers (40033 — 40048) can be
accessed via Modbus 40000 point-to-point Read Register commands described in section 4.14.3
NOTE - the option also exists for the Global Data output registers 40001 — 40032 to be read by
the point-to-point commands also.

B Wireless 10 and Gateway Configuration Utility

File wiew Utliies Unit Options Help
+-{8f] 905G a3 Modbuz Plus Settings: Fieldbus Options:
+1 [H]]] 305-G#8 Status Location
+-[i]h 905-G#2 Source Address GLOE /P Offzet I—J
+[d]l 05445 1 SE = New Fieldbus Magping |
+ [i]]) G05-414 | = | = W e Disable o pRna
+-[i]l 905-G4#3 [~ Clear Reg's when Dffline =
i 905643 Mode Address _ GDE /P Count‘ oo Moo Edit Fieldbus Mapping ‘
4 Mappings |2 ﬂ |32 ﬂ ~
Eq Block Mappings - . ‘
}. i Confi [~ Enable Rotamy Switch Address = ﬂ Sl A e
¥4 Sensitivities
ETY UpdateTimes
€13 Comm's Fail Times | 140 Feg | Fieldbus Len | 140 Court | Cod Twpe | BIT Offsst |
Unit Details = 1/0Regl 40001 43 wiite WORD  MAA
. [ Serial Urits R Y12 I/ORegs0 41025 48 FeadWORD  N/&
Comm Port 1 Selected Version: 1.41.0 Build: 312

The fieldbus read mapping links the 48 fieldbus interface registers 41025 — 41072 to the 1/O
registers 50 — 97. As described earlier, fieldbus interface registers 41025 — 41056 are always
assigned as Global Data In registers (i.e. Data From Network). These registers will be filled with
Global Data broadcast by the “Source Unit” according to the “GDB I/P Offset” and “GDB /P
Count” parameters. In the above example, the values of the Offset = 0 and Count = 32, indicating
that the entire 32 word Global Data broadcast from the Source Unit will be read into fieldbus
interface registers 41025 — 41056. Other nodes on the network can write to the remaining
registers (41057 — 41072) only by using the Modbus point-to-point Write Register commands
described in section 4.14.3. NOTE - the point-to-point Write Register commands can not be
used to write to the Global Data Input registers 41025 — 41056.

Finally, it must be taken into consideration that the 905G Modbus Plus module dynamically
adjusts the 4X register range available to the network depending on the fieldbus mappings
configured. The 905G will terminate the available 4X register range at the last mapped 4X
register for both the read and write area. In the example above this means that the only 4X
registers that are available to the Modbus Plus network are 40001 — 40048 and 41025 — 41072.

NOTE - considering this constraint, it is still strongly advised to use fieldbus interface registers
always starting at the lowest addressed locations, thus limiting unnecessary processing overhead
on the 905G.
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4.15 Connecting Serial 1/0

NOTE - Serial 1/0 Expansion are only possible for 905G Firmware versions 1.50 onwards.

B wireless 10 and Gateway Configuration Utility

File WView Utlities UnitOptions Help
- A
_ Unit Name: Ethernet Gateway
+1 {7 905-2#1 ' -
+-{i]]] 905-GHE Prof master Urit Details
¥ EJ 905-4#6
+- (6] 9054 )
it M Ethernet G atews
+ 1] 905-2#8 nitHame Y
+- (8] 905U-LR#12
+ 905U-LTH#13 Urit Type 905G
Unit &ddress e || 2
Pratocol Type ... | | Ethermet
[w Enable Serial Expansion
w
£ >
Comm Port 1 Selected Versio

Serial expansion modules can be connected to the RS485 port of all 905G units except for the
905G-MD1 unit.

If Serial Expansion modules are required to connect to an MD1 then it it can only be done under
the following circumstances.

e If the 905G is configured as a “Repeater-only” under the Protocol selection .

¢ IF the Serial expansion module is setup as a Modbus Slave and the the Gateway
module is a MD1 Master.

Up to 10 x 115S modules can be connected to each 905G.

To enable the 905G serial port for Serial expansion, select the “Enable Serial Expansion” box as
shown above.

Note that enabling Serial expansion also disables on-line diagnostics via the serial port.

Mappings are configured as per normal radio modules however the serial module is attached to
its corresponding radio. Select “‘Serial Units” under the radio module and configure as normal
(see below).
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B Wireless 10 and Gateway Configuration Utility

(=1

File View Utliies UnitOptions Help

=g Mew Test
- .ﬂ | pits
+-[&]l 905241
+-[H]l] 905-345
+-[8]l] 05445
—-[i]l] W05-GHZET1
B4 Mappings
B Block Mappings
4 Fieldbus Corfig
94 Senzitivities
8 Ethemet Settings
£y UpdateTimes
£13 Comm's Fail Times
[§] Urit Details
= Serial Units
= 118511 [DIOJHSE_2
)' Mappings
UpdateTimes
Output Reset Times
94 Sensitivities
T Pulzed Inputs
J Pulzed Outputs
£~ Debounce

[ IR

Comm Port 1 Selected

Unit Type: 1155-11 (DIO)

[ Mew 0 Mapping ‘

[ Mew Poll Mapping ‘

ﬂ Delete
Edit

[ Mew Cormms Fail Mapping ‘

| Iy | Inpt Dest Lnit | Output Rep'ter 1 | Rep'ter 2 | Rep'ter 3
=N DIDINFUTZ  905U-GHS PRZ2  1/0 Reg1 905-GHZETH
=N DIDINFUTS  905U-GHS PRZ2  1/0 Reg 2 905-GHZETH
=N DIDINFUT3  905U-GHS PRZ 170 Reg 22 905-GHZETH
=N DICIMPUTT  905U-GHS PRZ2  1/0 Regl 905-GHZETH
=N BATTVS 905-GHZETH 1/0 Reg12
£ g

Version: 1.41.0 Build: 312

Notes: Each 115S module has an address between 96 and 127 (modules can use up to 3

addresses).

The 905G acts as a repeater for any mapping from the 115S, also any mappings from other
remote modules to the 115S will need to have the 905G configured as a repeater.

The 905G 1/0 registers can also be mapped to/from the 115S 1/0.
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4.16 Access to Message Buffer Count

The number of messages in buffers is stored in 1/O registers for access from the data bus. This
provides a powerful diagnostics feature for troubleshooting busy systems. The number of “free”
messages is also provided - this is the amount of space available in the message buffers.

1/0 Reg Description
4350 — Number of Free COS (change-of-state) messages (max. is 1500)

4351 — Number of Free Block Messages (for queuing block mappings and repeated messages —
max. is 200)

4352 — Number of Free Ack Messages (max. is 10)

4353 — Number of Free “Rx Messages for Ethernet Monitor Comms only” (Max is 20)

4354 — Repeater messages queue (number of queued messages to be Repeated waiting to be sent)
4355 — Block Message queue (number of block mappings queued waiting to be sent)

4356 — COS Message queue (number of COS messages queued waiting to be sent)

4357 — Update Message queue (number of update messages queued waiting to be sent)

4358 — ACK queue (number of ACK messages queued waiting to be sent)

4359 — Radio Data Change queue (number of COS received on radio waiting to be sent
through to fieldbus)

The following four are buffer empty alarms (i.e. hex 0000 for OK, hex FFFF for buffer empty)
4360 — Free COS message buffer empty alarm (i.e. triggered when reg 4350 is 0)

4361 — This register counts the number of times the above alarm has been triggered

4362 — Free Block message buffer empty alarm (i.e. triggered when reg 4351 is 0)

4363 - This register counts the number of times the above alarm has been triggered

4364 - Free COS buffers empty latch.

4365 — Free Block Message empty latch

man_905¢g_1.19.doc Page 134



905U-G Wirless Gateway

User Manual

Chapter 5

General
905U Radio standards
105U Radio standards

Housing

Terminal blocks
LED indication

Operating Temperature
Humidity
Power Supply

Battery supply
AC supply

DC supply

Battery Charging circuit

Normal Current Drain at
12VvDC

Normal Current Drain at
24VVDC

Radio transmitter inrush

Power fail status
Battery voltage

Radio Transceiver (905U)

FCC Part 15A, Part 15.247

FCC Part 90, Part 15, RSS-
119

130 x 185 x 60mm
DIN rail mount
Removable

Power supply/OK, Active
operation, digital 1/0, Radio
RX and TX, Serial RX and
TX

905G-MD1
905G-Other
0-99% RH

11.3-15.0 vDC
12 - 24 VAC, 50/60 Hz

9-30VDC

Included, suitable for
12Vsealed lead acid batteries

905G-MD1
905G-XXX - other models

905G-MD1
905G-XXX — other models

905G
105G

Monitored
Monitored

Specifications

902 - 928 MHz, 1W
380 - 520 MHz, 12.5/25KHz, 0.5-5W

Powder-coated, extruded aluminium

Suitable for 12 gauge / 2.5 mm? conductors

-40 to 140 degF, -40 to 60 degC
30to 140 degF, 0to 60 degC
non-condensing

Overvoltage protected

Battery required for 105U units with more
than 2W RF power

Overvoltage and reverse voltage protected
> 17VDC required for charging battery

Battery required for 105U units with more
than 2W RF power

Regulated to max 1.5 amp charging current

150 mA
270 mA
add 5mA per active 1/0

90 mA

170 mA

add 3mA per active 1/0

350mA @ 13.8VDC; 250mA @ 24VDC
450mA @ 13.8VDC (0.5W)

600mA @ 13.8vDC (1W)

800mA @ 13.8VDC (2W)

1.25A @ 13.8VvDC (5W)

Can be transmitted to remote modules
Analog value can be transmitted

Low voltage status can be transmitted
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Spread spectrum
Frequency

Transmission Power
Signal detect / RSSI

Expected line-of-sight
range

(subject to local
conditions)

Antenna Connector
Data transmission rate

Radio Transceiver (105U)

Fixed Frequency

Transmission Power
Signal detect / RSSI

Expected line-of-sight
range

(subject to local
conditions)

Antenna Connector
Data transmission rate

Serial Ports
RS232 Port
RS485 Port

Data rate (bit/sec) -
configurable

Byte format
Profibus Port
RS485 Port
Ethernet Port
RJ45

Digital 1/0

Frequency hopping
USA/Canada
Australia

New Zealand

1w

-120 to —40 dBm

20 miles + @ 4W ERP
15km+ @ 1W ERP

depending on local
conditions

Female SMA coaxial
19200 baud

Channel spacing 12.5/ 25
KHz

Configurable

-120 to -50 dBm

70 miles @ 10W ERP
25 miles @ 2W ERP

depending on local
conditions

Female SMA coaxial
905G
105G

DB9 male DCE

2 pin terminal block

300, 600, 1200, 2400, 4800,

9600, 19200
7 or 8 data bits

Optically isolated

Transformer isolated

Eight on-board 1/O

902 - 928 MHz
915 - 928 MHz
922 - 928 MHz

USA / Canada
Australia / New Zealand

Range may be extended by up to 5
intermediate modules as repeaters

380 — 400 MHz; 400 - 420 MHz;
420 — 440 MHz; 430 — 450 MHz;
450 — 470 MHz; 470 - 490 MHz,
490 - 512 MHz

0.5-5W

ERP allowed depends on license conditions

Range may be extended by up to 5
intermediate modules as repeaters

19200 b/s
9600 b/s (12.5KHz); 19200 b/s (25KHz)

RTS/CTS hardware signals provided
Typical distance 1 - 2 km

Stop/start/parity bits configurable

Autobaud detection 9.6 Kbit/sec — 12Mbit/sec

10/100 Mbit/sec

3000V surge protection
input, voltage free contact
output, FET 30vDC 500mA
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Chapter 6 Diagnostics

Before installing a new system, it is always best to set up the system on a bench to test the
system configuration. It is always easier to detect problems when the modules are together.

After installation, test the radio paths, using the radio strength testing function described later in
this section. Record the radio strength and background noise measurements for later reference
(refer section 6.2.2 for this feature). If a later test shows that the radio path has changed, this
may be the cause of a new problem.

6.1 Diagnostics Chart

The LED indicators on the 905G have the following meanings: -

INDICATOR CONDITION MEANING

OK OFF continuously Module power off, or module failure
ON continuously Normal Operation

RADIO TX Flashes yellow Radio transmitting

RADIO RX Flashes green Radio receiving good radio signal
Flashes red Radio receiving weak radio signal

SERIAL TX Flashes yellow Sending serial data
Brief flash each second Configuration Mode

SERIAL RX Flashes green Receiving serial data
Flashes red Serial RX buffer full

ACTIVE OFF continuously Start-up initializing sequence

Diagnostic or configuration menu

ON continuously Module in active operation
Flashes Yellow Re-configuration required

The Ethernet and Profibus modules also have four diagnostic LED’s on the end-plate - refer

section 6.4.
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6.2 Diagnostics Menu

The 905G provides both offline and online diagnostic features to assist with troubleshooting. The
offline diagnostics disable both the radio and fieldbus interface drivers, and are only used for
simple radio tests such as “RSSI Measurement” or “Tone Reversals”.

B wireless 10 and Gateway Configuration Utility g@@
Flle Wiew Utlities Unit Options Help
T;‘i Testing ~
= [ Units Unit Name: 905-Gi#1
+
+-[i]l] 905-G#2
+ (i 905642 Uit Detailz Unit Options
+- (][] 905-446
Delete Lnit
+-[]]] 905-444 . ﬂ
905G
+ [ill 905643 Unit N ame
+- (4] 905-G#9 —
Urit Type 405G Communications
Program Unit
Unit dddress .. | 1 o] Load Unit
ﬁ Diagnostics
=+4
+ i .
Comm Port 1 Selected Version: 1,41.0 Build: 312
The online

diagnostics provide
more powerful
debugging features
such as access to the
internal 1/0 Registers
and Radio
Communications
Monitoring while the

¥ Time Stamps
. . Coml =

module is running B Teminal

|e On“ne ) System Address: Crnd Type ﬁStartEomms
( ) R 8 [ ] @ stop
When the Conflgured Az Local Unit Rptl Rpt2 Rpt2 FAptd Rpts Remate Linit (.;'E;;‘:Légisui
protocol driver uses Dats & o LD;FHPB
the shared RS232/485 - et ~ brio & Loo ToFie

. ec ig =

port (i.e. Modbus, L Close

DFl, or ELPRO Monitor Comms Disabled.

Serial Driver), the online diagnostics must disable the serial protocol driver since the same serial
port must be made available for diagnostics. However, the diagnostics still has full access to the
radio network. For all other protocol drivers (Ethernet, Profibus, Modbus Plus, and DeviceNet),
the serial port is already free and therefore online diagnostics can be used while the module is
fully operational.

The module diagnostics can be accessed via any ‘terminal’ package (i.e. hyperterminal, procom),
or via configuration software using the terminal available in the “Diagnostics” section. First,
ensure that the 905G is connected to the PC using the RS232 configuration cable, and that the
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corresponding com port is selected. To access the terminal, select the 905G and press
“Diagnostics”. Press the “terminal” button in the diagnostics window to open the terminal.

6.2.1 Offline Diagnostics:

The offline diagnostics menu disables the radio protocol driver and the fieldbus protocol driver.
Before displaying the offline debug menu open and start the “terminal” window in configuration
software (see above), or use any third party terminal package.

To display the offline diagnostics menu:

e Put the 905G into configuration mode by pressing the small pushbutton switch in the end
plate of the module for 5 seconds (as per section 4.9) until the ACT led flashes - then release
(then the ACT is off and the Serial TX LED flashes once every second);

0 a 0

eldlo E B|e

m

285U0-G Configuration Menuw Ul.42 16:46:22 Jun 18 2083

Conf igure HRadio Metwork

Show Radio Hetwork Configuration
Show Signal Strength

Module Test

Tone Reversals

Initialiszse & Enter Debug Menu
Exit

m ¥ Time Stamps
B Teminal
Sustem Address: Cmd Type ¥ Start Comms
RSS! L | @ Stop
CRC: 241 Debug 140
: Local Unit Rptl Fpt2 Rpt3 Rptd Apts Remate Uit .
Data: (B Clear Display
ata:
= Open Log File
* Hex O Anlg .
Log Ta File
" Dec © Dig E{fLil
Close

Monitor Comms Disabled.

e Type ‘m’ in the terminal window to get the off-line diagnostics menu.

The module will stop normal operations and a menu like the following will appear on the PC
screen for all 905G versions.

Note: Options a), b) and d) are used in factory test and should not be selected.
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(c) Show Signal Strength

This option allows measurement of radio path between two locations. This is done by the display
of the received radio signal strength at the connected 905G. With no transmitted signal from the
other site, the display will show the strength of the background noise, which is normally between
-100 and -130 dBm. At the other site, the transmitter may be turned on (select “e” at the other
905G, or “Tone Reversals” if the other module is a 905U). The display will now show the
received radio signal from the other transmitter.

The display will initially show the background noise of the radio band. Determine the
approximate average of the noise level. The remote unit may then be set up for tone reversals
(refer below). Determine the approximate average of the received signal strength. It is normal
for the measured values to continually change - the radios are continually changing frequency.
Calculate the best average for both the noise and signal.

For reliable operation, the average signal strength should be better than -98dBm (that is, -
90dBm, not —100dBm) provided the average background noise is less than —108dBm (between —
108 and —130 dBm). If the average noise is greater than —108, the difference between the noise
level and the transmitter signal should be at least 10dB for reliable operation. For example, if
the average noise level is -101dBm, then a transmitter signal of better than -91dBm is required
for reliable operation.

Note the RSSI (received signal strength indication) of a received message is also stored in the
database registers when the module is online - refer to section 2.5.1

e) Tone Reversals

If you select this option, the module will continuously transmit - you can use this feature for
radio tests. Note that if you are powering the module from a battery only, the battery will be
discharged quickly.

f) Initialize and Enter Debug Menu

This option will put the 905G in online debug mode. In online mode, the module will initialize
the radio driver and go online to the radio network. Where possible, the fieldbus driver will also
be initialized (i.e. for Ethernet, Profibus, Modbus Plus, and DeviceNet) — for Modbus, DF1, and
ELPRO Serial Driver the fieldbus driver will be disabled so that the serial port can be used for
diagnostics. Note: before going online, the 905G must complete any “startup polls” that are
configured — this may take some time depending on how many polls are configured.

x) Exit

The module will restart via its normal power-up and initialization sequence, and resume its
normal operation mode. Select “Stop Terminal” to shut down the terminal and close the com
port.

6.2.2 Online Diagnostics

The online diagnostics menu enables the radio protocol driver and the fieldbus protocol driver
(where possible) to provide online diagnostic information while the module is running. When the
configured protocol driver uses the shared RS232/485 port (i.e. Modbus, DF1, or ELPRO Serial
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Driver), the online diagnostics must disable the serial protocol driver since the same serial port

must be made available for diagnostics.

To access the online diagnostics menu, first connect to the “terminal” in configuration software
(see above) or use any third party terminal package. Once the terminal is connected, display the

menu using the following procedure:

e If the configured protocol driver uses the shared RS232/485 port (i.e. Modbus, DF1, or
ELPRO Serial Driver), first enter the offline diagnostics menu (see 6.2.1 “Offline
Diagnostics” above). From the offline menu, select option “f) Initialize and Enter debug

Menu”. Once initialized the online menu will be displayed.

e For Ethernet, Profibus, Modbus Plus, or DeviceNet protocol drivers, simply press "Enter" to
display the menu. If the module was previously in configuration mode or the offline menu,

then first reset power to the module.

A menu like the following will appear on the PC screen for the all models, however

0 atio 0g pe: 90 ame: 90

= dle ¥ 8l

285U-G Debug Menu U1.42 16:46:22 Jun 18 26883

a? Read Image Arravy
b} Urite Image Array
c? Enabhle Conms Logging
d?» Disabhle Comms Logging
Commz Logging Options:
e? Add TimeStamps
f? Current System Address Only
g? Display Configured Protocol Driver
h> Disable Fieldbus Read Area
i>» Disable Fieldbus UWrite Area
J> Enable Fieldbus Read Area
k> Enable Fieldbus Urite Area
Serial Baud Rate:
1> 9688 (Defaultd>
E m}» 38488 (Recommended for Comms Logging>
it

Com1 -

System Address: Crmd Type

RS5I: L L
CRC:

Local Uit Fptl FApt?2 Rpt3 Rptd Rpts Remate Lt

Data:

(¢ Hex " Arlg
" Dec T Dig

Manitor Comms Disabled.

Iv Tirne Stamps
B Teminal
ﬁ Start Comris
Ga Stop
24 Debug 140
(E Clear Dizplay
= Open LogFile
H LegToFie

j-_L LCloze

Modbus/DF1 model will not have options h) through k).

The online diagnostics menu is also referred to as the “Debug” menu. The Debug Menu allows
the Radio Interface (1/0 Registers) to be viewed and modified to confirm the operation of the
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radio network. These options may be used to check operation of outputs at remote sites, and to
check the values of inputs reported from remote sites. When the protocol driver does not use the
shared RS232/485 port (Ethernet, Profibus, DeviceNet, and Modbus Plus) data is also exchanged
with the fieldbus and the I/O Registers according to the configured fieldbus mappings.

Option a) Read Image Array

Displays the 1/0 registers of the Radio Interface - the register values for a block of 50 registers
are updated every 1 second. For example, to display the 1/O Database value at locations 0 to 49.

Select a), then enter Location: 0

0 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 O0x0000
10 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000
20 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000
30 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000
40 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000

Note that 1/0 Image locations are specified in decimal, whereas register values are displayed and
specified in hexadecimal. If you want the 905G to stop the host device writing values to the 1/0
database at the same time, then select option i) Disable Fieldbus Write Area.

Press “Enter” to go back to the menu.

Option b) Write Image Array

This option allows you to change the value of an 1/O register in the Radio Interface.
To change the value of a register, select option b) write image array.

Enter the location, then the value to be written to the register — for example
b

Location: 12

New Value: OXFFFF

Register values should always be written in hexadecimal format. If you want the 905G to stop
the host device reading or writing values to the I/O database at the same time, then select option
h) ori).

Options c), d) Enable/Disable Comms logging

These options allow logging and display of radio communications. Once enabled, the radio
communications that are displayed is the radio traffic in raw format (i.e. the raw data frame for
each received packet is displayed in hexadecimal format). To decode the meaning of each radio
data packet, configuration software can be used to decode the data frames.
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e To decode the radio traffic using configuration software, first start communications logging
by selecting option “c) Enable Comms Logging” from the debug menu. Next, in the diagnostics
screen select “‘Stop Terminal’ and then “Start Comms’. Configuration software now expects the
905G to be in monitor comms mode, and will decode all radio communications.

The display will show radio messages transmitted and received. Messages starting with RX are
received messages, CMD are transmitted messages and ACK are acknowledgment messages. At
the end of each received message is the RSSI (radio signal strength indication) in dBm.

If you select any message line with the mouse, information about the message will be displayed
at the bottom of the screen - the system address, RSSI and CRC (error-check) status. The “text
box” at the bottom middle of the screen decodes the message - that is, it decodes the message
to display 1/0 channel and value. Note — Configuration software can only decode the message
completely if the same configuration project corresponding to the system being monitored is
open.

You | oo I . can

= WHe & 8¢

COMM FAIL:
M a8 a8

m ¥ Time Stamps
@ Terminal
Syztem Address: Crmd Type ﬁ Start Commz
RSl . [ ] @ Stop
CRC: | ) ?{% Dsbug 140
: Lacal Unit Rptl Fpt2 Fpt3 Rptd Rpts Rernate Llnit .
Data: G: Clear Dizplay
ata:
= Open Log File
% Hex T fAnlg .
Log Ta File
(™ Dec © Dig EI-LQCI
LClose

Manitor Comms Disabled.

display the register values in Decimal by selecting “Dec” at the bottom of the screen. If you
select “Dig”, the values will be displayed as a 0 or 1 digital value (1 if the 16-bit value is greater
than 50% - that is, the most significant bit is 1). If you select “Anlg”, the value will be
displayed as a 4-20mA range.

To stop the decoding of “comms logging”, select the “Stop Comms” button. You should then
also stop the 905G from outputting radio comms by pulling up the terminal menu (i.e. press
“terminal” and then hit enter in the terminal screen) and selecting “d) Disable Comms Logging”.
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Option e) Add Time Stamps

This option in the debug menu will add a timestamp to each displayed radio message. The
timestamp is based on the 905G internal real time clock. This option is normally used only if
monitoring is done from a terminal package only, and configuration software is not being used to
decode the communications.

When configuration software is being used to decode the radio comms (see above) time stamps
can be added by selecting the “Time Stamps” checkbox. This will display the current time and
date (according to the PC Clock) alongside each message. The “Comms log” can be saved to a
file for future reference by selecting “Log to File”.

Option f) Current System Address only

This option will ensure that only radio messages that have the same system address as the
connected 905G are displayed. If you have another system with a different system address these
messages will not be displayed if you choose this option. This option is useful where there is
more than one system in the same area so that only the radio messages relevant to the desired
system will be displayed.

Option g) Display Configured Protocol Driver

This option displays the configured Protocol Driver for this unit e.g.
Configured Protocol is: Ethernet TCP-IT

Option h, i, j, k) Enable/Disable Fieldbus Read/Write Area
(These options not available on the Modbus/DF1 version)

This option is used to halt data exchange between the Fieldbus Interface and the Radio Interface
(/O Registers). This is mainly used when trying to read or write image arrays. If the Fieldbus
read area “h” is not disabled when trying to read or write to the 1/O registers then the value in the
Fieldbus database will overwrite the 1/0 register and you may get an incorrect value.

When doing read/write image array and the module has been configured with Fieldbus
mappings, you may need to disable the Fieldbus read area option h. This stops the Fieldbus
database overwriting the radio database.
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6.3 Ethernet Diagnostics

Read and Write image
array can also be done via
the Ethernet port by
selecting ‘Debug 1/0
Registers’ from within the
Ethernet Settings window
in the configuration
software. The IP address of
the module must have
previously been configured
in the module - refer to
section 4.8.2 for setting IP
address.

To debug the registers you
will need to select
‘Connect’ under Debug
Options. The Green / Red
box will indicate the
Connected / Disconnected

B wireless 10 and Gateway Configuration Utility g@@
File Wiew Utiites UnitOptions Help
Tﬂ Mew Test
= Em Units Ethemet Options: ‘web Options:
=[] Ethemet Gateway IF Address...........| 192 =168 =0 =195 Enable Admin Mods. ... |
H I appings
T Block Mappings Subret Mask 255 =285 =255 =00 Enable HTTP Server. ... W
] Fieldbus Config
9% Sensitivities Gateway Address... | 295 ° 295 =255 = 295 Enable FTP SEMVeL ..ooocooovcoevee s [
UdataTlmas = Enable Switch Address Enable Yirtual File System s
Cornrn's Fail Times
Unit Details Enable Ethernet Debug Enable Telnet Server v
Serial Unit
o %@5_;{;& e Connect Timeout [sec).......oo..... 75 r
+ [8]]] 905G #5 Prof master .
Modbus TCP Options:
+ [i]] s05.448 e 1o Seene RS- 16384 2
+- |8 o05-k#4 Enable Modbus Server.........c.cccccccocoovevene Crmmmmmm—
+[i]l] 905382 -
< é S0EL-LRH 2 Connect Timeout [$8€).............. €0 = SMTP Server.......... 255 - 295 - 255 - 250
+ [ 908U-LTH13

Ethernet Industrial Protacol [Ethernet/|P]:
Enable Ethemet/IF.............ccooi

Metwork Debug Options:

Comm Port 1 Selected

ﬂ Settings

| Program Unit

2{1 Debug 1/0 Heg'W—

ﬁ Fonitor Comms | MadbusTCP Debug |

Debug over

Ethernet

Version: 1,410 Build: 312

State. Once connected select “Read” and check “Continuous”. The display option allows you to
view the registers in different formats, and you can select which 1/0 register you want to view
from the left-hand side of the screen.

1/0 Register Selection
170 Location:

170 Register

&% /0 Feq's 0-99 -
#¥ /0 Reg's 100-199
#¥ /0 Reg's 200-299
%10 Reg's 300-399
&% /0 Reg's 400-499
#¥ | /0 Rieg's 500-539
¥ /0 Feq's G00-639
%0 Reg's 700-739
&% /0 Reg's B00-599
#¥ | /0 Feg's 900-999
#¥ /0 Feg's 1000-1099
¥ /0 Freg's 1100-1199
¥ /0 Freg's 1200-1299
#¥ /0 Freg's 1300-1399
¥ /0 Feg's 1400-1499
¥ /0 Freg's 1500-1599
&% /0 Freg's 1600-1699
#¥ /0 Freg's 1700-1799
¥ /0 Feg's 1800-1899
&% |0 Freg's 1900-1999

F¥ 0 Reg's 2000-2033 'I
4 i I »

0x3BC4 | 0x0000
00000 | 00000
0=0000 | 00000
0=0000 | 00000
0=0000 | 00000
0=0000 | 00000
0=0000 | 00000
00000 | 00000
00000 | 00000
0:0000 | 00000

OxFFFF
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
Ox0000
Ox0000
(0=0000

0x3253
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0=0000
0=0000
0=0000

04000
0=0000
0=0000
0=0000
0=0000
0=0000
0=0000
(O=0000
(O=0000
(0=0000

0x0000
0=0000
0x0000
0x0000
0x0000
0x0000
0x0000
Ox0000
Ox0000
Ox0000

0=0000
0=0000
0=0000
0=0000
0=0000
0=0000
0=0000
0=0000
0=0000
0=0000

—Debug Options:

& Disconnect

g Connect |

& Dscomss |
[ Comoctsd

Disable Read Area [
Dizable Wiite Area [

Continuous.....

Dizplay
i Hex

= Decimal
~ Discrete

0x0000
0x0000
0=0000
0=0000
0=0000
0=0000
0=0000
0=0000
0=0000
0=0000

0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
Ox0000
Ox0000
(0=0000

o OK |
x Cancel |

0x0000
0x0000
Ox0000
Ox0000
Ox0000
Ox0000
Ox0000
Ox0000
Ox0000
0=0000
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To write to a register double click with mouse on the register I _[Of x|
and a “Modify I/O Registers” pop up box will appear. Enter Dicei
value and press ‘OK’. P : :

i+ Hex i~ Decimal  Discrete

You can disable the links between the 1/O registers and the
Ethernet interface by selecting “Disable Read Area” and

“Disable Write Area” - if you do this, remember to re- ol 0000
enable before you leave the diagnostics screen.

W 0OF x Cancel |
Settings

You can change your TCP Connection setting i.e. TCP Connection Dptions |

IP address and port.

Program / Load Unit

|Pﬁddress..__|159 = 254 =100 =150

These options allow you to program and upload
the configuration from the module via the Ethernet
port. Must ensure the IP address has been set on
the module before uploading the Configuration

Monitor Comms

Configuration software also provides the option to monitor the radio network communications
via the Ethernet port. This allows radio traffic to be monitored from any location where an
Ethernet connection to the 905G can be established. Simply select ‘Monitor Comms’ from the
Network Debug Options section of the Ethernet Settings page. Functionality is as per section
6.2.2c above.
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6.4 Fieldbus Indicating LEDs

All 905G modules (except MD1) are equipped with four fieldbus indication LED's located in the
module end plate, used for diagnostics purposes. The meaning of the LED’s for each fieldbus is
described below.

Q0

6.4.1 Ethernet Indicating LED’s 06

The 905G-ET1 module can communicate Modbus TCP or EtherNet IP based protocols. The
LED sequence will vary depending on Protocol being used and Ethernet Board firmware.

Changes to Ethernet Board firmware effect LED 2 indications when flashing. When flashing
this only indicates that an EtherNet IP connection has not been made to the 905G-ET1. Example
would be RSLogix has not had a Generic Ethernet Device added with 905G-ET1 IP address and
connection data.

If using Modbus TCP then LED’s 2 & 3 have no function in regards to the Modbus TCP
communications of the module

Green/Red | Flashing | Power on self-test.

Led Color State | Description
No
1 Green - The Link led indicates that the module is connected to an
Ethernet network.
2 Green Off No power applied to module.
2 Green Steady | Device operating correctly.
2 Green Flashing | Module configured, Scanner in Idle State (EtherNet IP only)
2 Red Flashing | Minor recoverable fault has been detected.
2 Red Steady | Major internal error has been detected.
2 Green/Red | Flashing | Power on self-test.
3 Green Off No power applied or no IP address has been assigned.
3 Green Steady | Module has at least one Ethernet/IP connection established.
3 Green Flashing | No Ethernet/IP connections to the module.
3 Red Flashing | Connection timeout
3 Red Steady | Duplicate IP address
3
4

Green Flashing | Flashes each time a packet is received or transmitted.
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6.4.2 Profibus Slave Indicating LED’s 00
LED No Indication Description

1 - Not Used

2 Green Module is On-Line and data exchange is possible.

2 Off Module is not On-Line

3 Red Module is Off-Line and no data exchange is possible.

3 Off Module is not Off-Line

4 Flashing Red 1 Hz | Error in configuration: IN and/or OUT length set during
initialization of the module is not equal to the length set
during configuration of the network.

4 Flashing Red 2 Hz | Error in User Parameter data: The length/contents of the
User Parameter data set during initialization of the module is
not equal to the length/contents set during configuration of
the network.

Flashing Red 4 Hz | Error in initialization of the Profibus communication ASIC.

4 Off No diagnostics present
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6.4.3 Profibus Master Indicating LED’s 00
LED No Indication Description
1. Master Status Green Operate mode
Green, flashing | Clear mode
Red Stop mode
Off Offline
2. Database Status Green Database OK

Green, flashing

Database download in progress

Red Database invalid
Off No database downloaded
3. Communication Green Data exchange with all configured slaves

Status

Green, flashing

Data exchange with at least one configured slave

Red Bus control error (bus short circuit or configuration
error)
Off No data exchange with any of the configured slaves
4. Token Hold Green The module has the token
Off The module does not have the token
All Red Fatal error
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2
6.4.4 Modbus Indicating LED’s 00
LED No Indication Description
1 - Not Used
2 Active Red ERROR; This led indicates that communication is not OK.
3 Green MBP Active; This led flashes in different patterns depending on

the module’s health (see below).

Flash every 160 ms; on 80ms, then off 80 ms.

Normal operation, the node is receiving and passing token.
Flash every 1s:

This node is in MONITOR_OFFLINE state.

2 flashes, on 160 ms, then off 480 ms:

This node is in MAC_IDLE never-getting-token state.

3 flashes, on 160 ms, off 240 ms and finally off 1.6 s:
This node is not hearing any other nodes.

4 flashes, on 160 ms, then off 240 ms and finally off 1.2 s:
This node has detected duplicate node address.

4 Active Green | MBP Init; This LED indicates if the fieldbus interface is
initialized
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6.4.5 DeviceNet Indicating LED’s 0o
Led No Color State | Description

1 - - Reserved for future use

2 - Off Not powered / Not online

2 Green Steady | Link OK, On line, Connected

2 Green Flashing | On line, Not connected

2 Red Flashing | Connection timeout

2 Red Steady | Critical link failure

2 Green/Red | Flashing | Power on self-test.

3 - Off No power to device

3 Green Steady | Device operational

3 Green Flashing | Data size bigger than configured

3 Red Flashing | Minor fault

3 Red Steady | Unrecoverable fault

3 Green/Red | Flashing | Power on self-test.

4 - - Reserved for future use
Page 151 ©January 2011




Chapter 6 Diagnostics

6.5 Radio Path Testing

To carry out a radio path test, you will need two 905U modules. One module will be “fixed” and
the other “mobile”. Both units will need power supplies and antennas. The power supply for the
mobile unit is normally a 12V battery, but make sure that the battery is fully charged - batteries
with low voltage will lead to low radio power which will affect the test result.

The object of the test is to determine whether radio paths are reliable, marginal or unreliable. A
reliable path will have a margin of at least 10dB above the background noise level in good
weather - this margin is enough to ensure that the radio path remains reliable in poor conditions.
A marginal path will work reliably in good conditions, however will fail during poor conditions.
If the test is carried out during rainy or foggy weather, then a margin of only 5dB is required.

Procedure:

o Configure the modules to the same system address, and on each module, configure DI1 to
DO2 on the other module. At the fixed module, wire DO2 to DI1 such that DI1 will turn
ON when DO2 turns ON. Connect a switch to DI1 on the mobile unit.

o When the modules are close to each other, test the system - close the switch, forcing the
mobile unit to transmit. The mobile unit will transmit to the fixed unit, and the fixed unit
will transmit back to the mobile unit, activating DO2. Turning off the switch will result in
two radio transmissions, turning off DO2. Each time the switch is changed, there should be
two radio messages (two sets of TX/RX flashes) at the mobile unit. Note that when the
modules are within a couple of metres, they may not work well with antennas connected -
in this case, test without antennas.

o Set up the fixed module in one of the test positions - this is normally at a control centre or
repeater site. Fix the antenna in a temporary fashion. You will need to make an initial
assessment on how high the antenna should be mounted.

o Take the mobile module to the other end of the radio path. The antenna at this end can be
either held by the tester, or fixed in a temporary fashion. Note that a person’s body will
affect the radiation pattern of an antenna, so if the antenna is hand-held and the test is not
successful, try again with the antenna fixed to a 1 metre length of plastic pipe or timber.
The tester holds the length of pipe or timber with the antenna above head height.

o Test the radio path by operating the switch. If the radio path is short, and there is a high
level of confidence that the radio path will be reliable, the result can be checked by simply
looking at the TX/RX leds on the mobile unit. If each TX flash is followed immediately by
a RX flash (that is, the TX flash does not flash twice or more times before the RX flashes),
then the radio path is likely to be reliable. Operate the switch several times - do not rely on
one test. If the test is being done outside, the leds will need to be shaded to view the
flashes.

o If the radio path is uncertain, then the result should be measured by connecting a laptop
computer, following the procedure outlined in this manual for measuring the radio signal
strength. Before the switch is operated, the background noise level should be measured and
recorded. This measurement is likely to “jump around” or oscillate, to determine an
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average measurement. Now operate the switch several times - take the average
measurement of the signal transmitted from the fixed unit.

o The radio path is reliable if the transmitted signal is 10dB above the noise level, or better
than —-98dBm. For example, if the noise level is —115dBm, then the minimum level for
reliability is —-98dBm. If the noise level is —100dBm, then you need —-90dBm for a reliable
path. If the laptop displays a scale measurement instead of a numerical measurement, then
the transmitted signal should be at least 3 divisions, and at least 2 divisions above the noise
level.

a If the weather is poor during the test, then the transmitted signal needs to be 5dB above
noise, or 1 division. It is best not to do radio tests during poor weather.

o Record these measurements for comparison later during commissioning or if the system has
problems later.

If the radio path test is not successful:

1. Increasing the height of the antenna at either module, or at both modules can significantly
improve the result. Sometimes moving the antenna to the side helps, if there is an obvious
obstruction in the radio path.

2. Change one or both antennas to a higher gain if regulations allow.

3. Use a shorter coaxial cable between the antenna and the 905U.(this may involve moving
905U nearer to antenna mounting), or use a different coaxial cable with lower loss.

4. If areliable radio path is not possible because of distance or path obstructions, you will need
to consider using a repeater module. The ideal repeater is another module in the system, in a
good location to act as a repeater. If this is not the case, you need to consider installing a
module to act specifically as a repeater.

6.6 Comms Logging

The procedure differs depending on the firmware versions of the module, Post VV1.70 or later. &
Pre V1.70

6.6.1 Comms Log using firmware V1.70 or later
1. Start E-Series Configuration Utility and open up the appropriate project.
2. Select from the site list the module you wish to monitor comms at.

3. Press the “Diagnostic” button on the right hand side of the configuration screen and a new
window will open headed “Communications Log”.

4. If the model is an “ET1”, “PR1”, “PR2”,

“DE1”or an “M+1” press “Start Comms” and
then select whether you wish to filter current e Do e Sy, s Sreees oifl?
system address.

5. “Yes” for current system address only or “No”
for all System addresses.

6. Gotostep8
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7. If model is an “MD1” press the “Terminal” button on the right hand side of this window.

8. To put the module into configuration mode you will need to hold down the indented black
button (on the end of the module) until the ACT LED flashes (about 5 seconds), release
button and you should see “Type ‘m’ for menu......” press “m” and a Configuration Menu
will appear.

9. With this later firmware version (V1.70 above) you do not need to select any other menu
option. Note: If “Enable Comms Logging” is selected from the Debug menu, Monitor Comms
mode will stop functioning and serial port will
revert back to Modbus / DF1 communications.

10. Click on “Stop Terminal” and then “Start
Comms” and select whether you wish to filter
current system address. “Yes” for current
system address only or “No” for all System
addresses.

Confirm

Filter Cornmz for current spstem addrezs only?

11. Tick the “Time stamps” option and then select “Log to File” and type in the name of the log file.
12. From now on everything that is received will be logged to this file with a time stamp.

13. The data frames can be decoded by selecting a message and then viewing the panel below the
Terminal windows. (See Below). You can see the System address, Message type, from and to
addresses as well as the data value, which can be viewed in a number of different formats. I.e
Hex, Dec, Analog and Digital.

x4
o Qo Bl |
B B ] BA 8@ 8@ FF FF EC 61 [ -]
21 A8 11 DB -BA89

B8 BB 68 BB BB E7 GC
@8 1D D8 —-899

a8 ga a8 BE BB Fi 6E
a8 11 DB

8@ 8@ BB FF FF Fn B3
a8 1D 188

868 ga Bl FF FF EC 61
8@ 11 DB —-B92

8@ 8a BB BB 88 E7 AC
88 1D a9?

a8 8@ BB BB BB Fi 6E
8@ 11 DB

6808 88 84 Bl BB F1 6E
8@ 11 DB —B93

B0 88 @@ FF FF Fa 03
60 80 D0 FF_ n’?“m 61
o0 11 DB Click for time stamps
688 88 A8 BB BB E? 8c

8@ 1D D8 —-a

B0 86 0@ 6P B8 F1 GE

B8 11 DB -B78

8@ 8a BB FF FF Fa A3

88 1D 9

a8 Ba BB FF FF _EC 61 K3

B0 £ 09 13 10 09 D3 10 09 N3 10 0N D3 180 0N DN B0 N3 D0 B0 03 DN BN 9 B

v
¥ Time Stamps

Termita]
System Address:  FE34 Crnd Type
= 0480 Command, [ | $52 Sl s |
RSSl: 097 dBm > &) Stop Comms
CHE: @k Local Urit Retl Rptz Rpt3 Rpté RpS  |Remote Ui 2} Debug 140
D ata: 1 o o 1] 1] 1] 2 (.l’ Clear Display
& Hex © Al | [OOT1 = OFFFFD Bl & dpenlon i
€ Dec € Di b
Dec Dig \ =
N\
Monitar Carmms Enabled. \ |Logg\ng Camms to comms test. bt

Decoded Data
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6.6.2

Comms Log using firmware erlier than V1.70.

This procedure is used for all models, eg MD1, ET1, PR1, PR2, DE1 & M+1.

1.
2.
3.

Start E-Series Configuration Utility and open up the appropriate project.
Select from the site list the module you wish to monitor comms at.

Press the “Diagnostic” button on the right hand side of the configuration screen and a
new window will open headed “Communications Log”.

Hold down the indented black button [e

Type 'n’ for menu...
1]

(on the end of the module) until the
ACT LED flashes (about 5 seconds),  EiERe Pt R AR I E T B L. <
release button and you should now see

a Ennfigurl_e Radio Hetuurk_ )
“Type ‘m’ for menu......” press “m” b 2hov fadio Netuork ponfiguration
and a Configuration Menu will d Module Test
appear. ;‘{ I!:;l::ccialise & Enter Debug Henu

|
From this menu type the |1t 3al A2t m

letter corresponding to
“Initialize and Enter Debug 985U-6 Debug Menu UT.44 11:43:59 Jul 22 2883
Menu” on the menu. (It may fra lmeme (rrer

. Write Image Array
be different for some Enable Conns Logging
. . . Disable Comms Logging
versions). This will then Conns Logging Options:
. « . e) Add TimeStamps
dISpIay a Debug Menu f) Current System Address Only

Serial Baud Rate:
g} 9660 El]efault)
h) 384088 (Recommended for Comms Logging)
i} Eisplay Configured Protocol Driver
X Xit

From this menu type the letter corresponding to “Enable Comms Logging”. (Again it
may be different on some versions).

Now click on “Stop Terminal” and then “Start Comms” and select whether you wish to
filter current system address. “Yes” for current system address only or “No” for all
System addresses.

Confirm

@ Filter Commsz for current system addreszs only?

Tick the “Time stamps” option and then select “Log to File” and type in the name of the
log file.
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9. From now on everything
that is received will be
logged to this file with a
time stamp.

Communicalions Log x|

BA 8@ BA FF FF EC 61
8@ 11 DB

88 8@ B

B8 1D D

Ba 8@ BB ag BB F1 6E
AA 11

88 8@ Bl FF FF Fn @3
#@ 1D D8 —1088

Ba 8@ BB FF FF EC 61

10. The data frames can be
decoded by selecting a
message and then viewing
the panel below the
Terminal windows. (See

9@ 80 BA FF FF EC 61
78

[ 00 0 10 13 10 3 10 1ND 1 10 [N B3 N3 N3 1D 1N 10 N0 1D 1D 00 B0 163 I3 B0 N3
iy

Below). You can see the B4 85 on 6a o8 ™7 6
System address, Message g 8 da o0 o_r1 cx
AA 88 A FF FF Fa A3
type, from and to addresses 20 1D D8 897
as well as the data value, % Tite Staros
WhiCh Can be VleWEd In a System Address: 7634 Crnd Type
. [xB0 Command. =
number of different formats. Resl: 07 dBrm . > ™ @ stop Comme |
CRC: 0K 5 " {3 Debu
l.e HeX, DEC, Analog and - Loc1a\ Unit E\pﬂ E\pl2 E!pl3 E!pM E!ptS F!emzoteUnlt (;.E?Bj[i‘;;
D|g|ta| & Hex O arlg| [D0T1 = 0FFFFS =i e
" Dec © Dig | i E

E— [Elaze

tdonitor Comms Enabled Logging Comms to commes test bt

To check firmware version
1. Start E-Series Configuration Utility and open up the appropriate project.
2. Select from the module you wish to monitor comms at.

3. Press the “Diagnostic” button on the right hand side of the configuration screen and a
new window will open headed “Communications Log”.

4. Hold down the indented black button (on the end of the module) until the ACT LED
flashes (about 5 seconds), release button and you should now see “Type ‘m’ for
menu......” press “m” and a Configuration Menu will appear.

Type 'm’ for menu...
0000000000000 00000000000000

285U-G Configuration Menn Ul _84 15:88:58 Jun 85 28687

Configure Radio Metuwork
Show Radio Network Configuration

Show Signal Strength

Module Test

Tone Reversals

Initialise & Enter Debug Menu
Exit
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Chapter 7 WARRANTY

We are pleased that you have purchased this product.

ELPRO products are warranted to be free from manufacturing defects for the “serviceable
lifetime” of the product. The “serviceable lifetime” is limited to the availability of electronic
components. If the serviceable life is reached in less than three years following the original
purchase from ELPRO, ELPRO will replace the product with an equivalent product if an
equivalent product is available.

This warranty does not extend to:

- failures caused by the operation of the equipment outside the particular product's
specification, or

- use of the module not in accordance with this User Manual, or
- abuse, misuse, neglect or damage by external causes, or

- repairs, alterations, or modifications undertaken other than by an authorized Service
Agent.

ELPRO?’s liability under this warranty is limited to the replacement or repair of the product. This
warranty is in lieu of and exclusive of all other warranties. This warranty does not indemnify the
purchaser of products for any consequential claim for damages or loss of operations or profits
and ELPRO Technologies is not liable for any consequential damages or loss of operations or
profits resulting from the use of these products. ELPRO Technologies is not liable for damages,
losses, costs, injury or harm incurred as a consequence of any representations, warranties or
conditions made by ELPRO Technologies or its representatives or by any other party, except as
expressed solely in this document..

Full product specifications and maintenance instructions are available from your Service Agent,
your source of purchase, or from the master distributor in your country upon request and should
be noted if you are in any doubt about the operating environment for your equipment purchase

In the unlikely event of your purchase being faulty, your warranty extends to free repair or
replacement of the faulty unit, after its receipt at the master distributor in your country. Our
warranty does not include transport or insurance charges relating to a warranty claim.

Should you wish to make a warranty claim, or obtain service, please forward the module to the
nearest authorised Service Agent along with proof of purchase. For details of authorised Service
Agents, contact your sales distributor
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Appendix 1

Status Registers

I/0 Status Registers 5000 - 9499

Bit Information

Meaning

15 Communications
failure

For inputs, this bit is set (“on”) if no message has been received from
the remote address within the timeout period configured for this input.
The bit is reset ("off") when a message is received.

For outputs, this bit is set (“on”) if transmission to the remote was
unsuccessful after five attempts. The bit is reset ("off") when a
message is transmitted successfully. This bit may also be set if the
Disable Output Transmissions on Comms Fail option is selected - see
the Radio Comms Failure section.

14 Start-up status

For inputs, this bit remains set ("on") following start-up until a
message has been received for this input to give an initial input value.
For outputs, this bit remains set ("on™) following start-up until the
905G sends the first radio message for this output to the remote
address.

13 Input / Output
status

This bit is set ("on") if this 1/O point has been configured as an input.

12 Active status

This bit is set ("on") if the register has been configured as an /O point.

11-10 Timer Units

This field determines whether the timer counts down every 10 seconds,
every minute, or every hour.

Timer Units Timer timebase
00 Every 10 seconds
01 Every minute

10 Every Hour

11 Every Hour

9-0 Timer

For inputs, the timer value is set to the configured comms fail time for
the input whenever a message has been received for this input. The
timer value will decrease until another message is received. When the
timer value reaches zero, the comms fail status is set. If the configured
comms fail time is zero, then the comms fail status for this input is
never set.

For outputs, the timer value is set to the configured update time for the
output whenever a message is transmitted by the 905G to the remote
address. The timer value decreases. When the timer value reaches
zero, another update message is transmitted to the remote address. If
the configured update time is zero, no update messages are transmitted
for this output.
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Block Message Status Registers 9500 - 9999

Bit | Information Meaning

15 | Communications | For read commands — Read Bits and Read Words — This bit is set if no
failure response is received to the read command after a timeout, or if a
communication fail response is received to a read.

For Write Commands this bit is set if a communication failure response is
received to the write command.

For a Poll command, this bit should not be set.

14 | Startup This bit is set initially, and remains set until the first time the command
executes.
13 | Force *To force the command to happen immediately regardless of the current

timer value, write a ‘1’ to this bit.

12 | Waiting This bit is set when the command is active. For Write commands, the
command delays before sending to see if any more changes occur. For
Read commands, the command delays while waiting for a response from
the remote device.

11-0 | Timer When the Waiting bit is clear, this field is either zero, or contains the time
(in seconds) until the command next becomes active. If this field is zero,
the field will be loaded with the configured delay value at the next update
time.

When the Waiting bit is set, and the command is a read command, this
field contains the time in seconds, within which a reply is expected. If no
reply is received within this time, the Communications failure bit is set.

When the Waiting bit is set, and the command is a write command, the
field contains the time, in seconds before the write command is
transmitted.

Using the Force Bit:

* Firmware versions prior to 1.50:

If Bit 13 is set to 1’, then the associated mapping is triggered. When the radio message is sent, the 905G
automatically turns Bit 13 “off” again - ready for the host device to trigger the mapping again.

* Firmware version 1.50 and later:

Only Bit 13 of registers 9500 — 9999 may be altered by a host device (i.e. via the fieldbus interface). For
905G modules with firmware versions later than 1.50, the setting of registers 9500 — 9999 must follow the
new change-of-state algorithm. The Force bit will only be activated on a transition from 0 — 1. For
example to force the corresponding block mapping, first set the Force bit to ‘0, then set the value of the
Force bit to ‘1’ (i.e. by always first writing the value O this ensures that the change-of-state from 0 will be
detected). Values must be held (i.e. not change) for approx. 200msec to be detected.
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Appendix 2 IT Functionality

905G-ET1 Ethernet module only
Filesystem

The filesystem is a fixed-size storage area with a hierarchical directory structure. Any user- or
application data can be stored in files within the filesystem. Files can be grouped in directories
for increased readability.

The

filesystem features two security levels. Depending on security level, different users can

have access to different files and directories. The filesystem can be accessed via FTP, Telnet,
and HTTP.

Case Sensitivity

The file system is case sensitive. This means that the file ‘CONFIG.txt’ is not identical to
the file *config.txt’.

Filename / Pathname length

Filenames can be a maximum of 48 characters long. Pathnames can be 256 characters in
total, filename included.

File size

File size is not restricted. However, the size cannot exceed the space available in the file
system.

Free space
Approximately 1.4MB non-volatile (FLASH).

Security

The

file system features two security levels; Admin and Normal. Security level is set at a per

user basis, or globally via setting Admin Mode in configuration software Ethernet Settings.

Normal Mode

This mode is recommended for normal operation, so that web pages and other settings
are protected from FTP and Telnet access. In this mode, the FTP and Telnet servers are
enabled only if there is a subdirectory called “\user”. When a normal user connects via
FTP or Telnet, this directory will be their root directory. The user will not be able to
access files outside this directory and it’s subdirectories.

If user/password protection for FTP and Telnet is required in normal mode, a file called
“sys_pswd.cfg” must be placed in the directory “\user\pswd\”. Files in this directory
cannot be accessed from a web browser. If Admin Mode has not been enabled by
configuration software and a valid admin password file (See “System Files”) is found,
the module will operate in this mode (i.e. an admin password file with at least one entry
must exist, and the “\user” directory must exist to enable this mode).
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e Admin Mode

Admin users have full access to the filesystem through FTP and Telnet. This enables
the user to access areas of the filesystem that are restricted or inaccessible in Normal
mode. The Admin user accounts are defined in the file ‘ad_pswd.cfg’.

If no admin password file (See “System Files”) is found or Admin Mode is set by
configuration software, the module will run in Admin Mode; i.e. all users will have
Admin access rights. No login is needed for Telnet, and the FTP server accepts any
username/password combination. Admin Mode is primarily intended for product
configuration and testing.

Files within the file system can be protected from web (i.e. HTTP) access through
username/password authorization, see sections below on “System Files” and “web_accs.cfg”. It
is also possible to configure which IP addresses and what protocols are allowed to connect to the
module, see “ip_accs.cfg”.

System Files

The module uses system files for configuration purposes (see file system “Structure” below). In
most cases these files have the file extension “.cfg’ and must be created or edited by the user to
achieve the desired configuration. The system files are ASCII (text) files and can be edited with
any text editor, or copied/moved to/from the file system using FTP or Telnet. Depending on
security settings, the files may be inaccessible for normal users. Generally, the module has to be
restarted in order for any changes in these files to have effect.

Note: It is very important to follow the exact syntax specifications for each configuration file,
otherwise the module might have problems interpreting it, which can result in a faulty or non-
expected behaviour.

ad_pswd.cfg & sys_pswd.cfg

User/password information for FTP and Telnet is stored in the files ‘sys_pswd.cfg’
(Normal users) and ‘ad_pswd.cfg’ (Admin users) — see “Security” above. These files
must be placed in “\user\pswd’ and “\pswd\ respectively. These directories are protected
from web browser access.

The file format is the following:
Userl:passwordl

User2:password2

User3:password3
Example:
Username:password

In this example, the username is "username’, and the password is ‘password’. If no “:” is
present, the password will be equal to the username.
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web_accs.cfg

To protect a directory from web access, a file called ‘web_accs.cfg” must be placed in the
directory to protect. This file shall contain a list of users that are allowed to browse the
protected directory and its subdirectories. Multiple of these password files may be
present in the system, allowing different users to access different files and directories.

The file format is the same as for the ‘ad_pswd.cfg” and ‘sys_pswd.cfg’ files, except that
the optional parameter ‘AuthName’ can be added. The value of this parameter will be
presented in the login window. If it is not given, the requested file/pathname will be
presented instead.

File format:
User:Password
[AuthName]

(Message goes here)

The contents of this file can be redirected by placing the line ‘[File path]’ on the first
row, followed by a list of password files.

Example:
[File path]
\user\pswd\my_passwords\web_pswd.cfg

If any errors in the format of these files are detected the user/password protection will be
ignored

ip_accs.cfg

It is possible to configure which IP addresses and what protocols that are allowed to
connect to the module. This information is stored in the file “\ip_accs.cfg’. The file
contains one or several of the headers below.

[Web]

[FTP]

[Telnet]

[Modbus/TCP]

[Ethernet/IP]

[All
Under each header the allowed IP addresses are written. The wildcard “*” can be used to
allow series of IP addresses. If a protocol header is not given, the system will use the
configuration set below the header ‘All’. If the *All’ header is not given, the protocol will

not accept any connections.

Example:
[Web]
10.10.12.*
10.10.13.*
[FTP]
10.10.12.*
[Telnet]
10.10.12.*
[AIl]

* % k% %
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The above example will allow all IP addresses beginning with 10.10.12 to access all
protocols in the module. Addresses beginning with 10.10.13 will be able to access the
web server, but not the FTP and Telnet servers. The Modbus/TCP and Ethernet/IP servers
will accept connections from any IP address.

The contents of this file can be redirected by placing the line ‘[File path]’ on the first
row, and a file path on the second. This procedure is exactly the same as with the system
file “web_accs.cfg” (see above).

telwel.cfg

The default Telnet welcome message can be changed by creating this file. It shall contain
the new welcome message in ASCII form. The contents of this file can be redirected by
placing the line ‘[File path]’ on the first row, and a file path on the second.

Example:
[File path]
\my_settings\telnet_ welcome_message.txt
ethcfg.cfg

This file contains the network configuration and is read by the module at start up. The
settings in this file may be affected by configuration software and SSI commands. The
format of the file is the following:

[IP address]

192.168.0.150

[Subnet mask]

255.255.255.0

[Gateway address]

192.168.0.1

[DHCP/BOOTP]

OFF (allowable values are “ON” and “OFF")

[Speed]

Auto (allowable values are “Auto”, “100”, or “10")

[Duplex]

Auto (allowable values are “Auto”, “Full”, or “Half")

[SMTP address]

0.0.0.0

[SMTP username]

username

[SMTP password]

password

[DNS1 address] (Primary DNS)

0.0.0.0

[DNS2 address] (Secondary DNS)

0.0.0.0

[Domain name]

elprotech.com

[Host name]

Control
NOTE: In the current firmware implementation “IP Address”, “Subnet Mask”, “Gateway
Address”, and “SMTP Address” will always be overridden by the values used in

configuration software (i.e. those values cannot be set by writing to this file).
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The contents of this file can be redirected by placing the line ‘[File path]’ on the first
row, and a file path on the second. This procedure is exactly the same as with the system
file “ip_accs.cfg” (see above). For example, redirecting the contents of this file to the
“\user” directory would allow “Normal Mode” users to have access to this file.

Structure

The figure below illustrates the structure of the file system, where the system files are located,
and which areas Normal/Admin users can access. The files and directory structure must be
created by the user using FTP or Telnet. The required .cfg file structures are outlined in the
‘System Files’ section below.

Root directory for Admin users

Root directory for Normal users

user

(Files in this directory and its subdirectories
are protected from access through the
webserver)

—  pswd

— sys_pswd.cfg (Passwords for Normal mode users)

—  email

—— ssi_str.cfg (SSloutputstrings) [ > email_1.cfg . o
, http.cfg  (Web server settings) [ > (User defined email files)

L3 email 10.cfg

—— ethcfg.cfg (Network settings)
—— telwel.cfg (Telnet welcome message)
—— onoffln.cfg (ON/OFF-line configuration)

—— ip_accs.cfg (IP addresses of allowed clients)

(Files in this directory and its subdirectories
are protected from access through the
webserver)

pswd

— ad_pswd.cfg (Passwords for Normal mode users)

email

———» email_1.cfg

> (Adminr defined email files)
L5 email '10.cfg

Virtual File System

The module also contains a virtual file system containing a set of files used to build the
default configuration webpage. The virtual file system can be overwritten or disabled, but not
erased; A file with the same name in the file system replaces the file in the virtual file system
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until it is removed. The entire virtual file system can be disabled using configuration software
on the Ethernet Settings page.

Replacing the virtual files makes it possible to for example replace the default logo by
uploading a new logo named ‘\logo.jpg’. It is also possible to make links from a web page to
the virtual configuration page. In that case the link shall point to *\config.htm’.

The virtual file system contains the following files:
\index.htm - Points to the contents of config.htm
\config.htm - Configuration frame page

\configform.htm - Configuration form page

\configform2.htm - Configuration form page
\store.htm - Configuration store page
\logo.jpg - HMS logo
\configuration.gif - Configuration picture
\boarder.bg.qgif - picture
\boarder_m_bg.gif - picture

FTP Server

It is possible to upload/download files to/from the file system using a standard FTP client.
Depending on security settings, different parts of the filesystem can be accessed by the user (see
Security above). Internet Explorer within the Windows Operating System, for example, may also
operate as an FTP Client simply by preceding the address in the address bar with “ftp:” instead
of “http:”

The FTP Server can be disabled via configuration software on the Ethernet Settings page.
Server Side Include (SSI) Functionality

The SSI functionality makes it possible to display or alter 1/0 data and configuration settings
on a web page. It is also possible to use SSI functions in email messages (see “SSI in Email
Messages”). Since this functionality allows reading/writing of 1/0 values in the Fieldbus
Interface, some of the functions described below will use an “offset” parameter to specify the
I/0 Location within the Fieldbus Interface. It should be noted that the “offset” parameter will
always refer to a byte-addressed offset from the start of the Fieldbus Interface (i.e. the
“Address Mode” in configuration software should be set to “Byte” and the “Modbus TCP
Address Mode” option should be disabled — see 4.8 Fieldbus Configuration).

Functions
DisplayIP
Syntax: <?--#exec cmd_argument="DisplayIP’-->
This function returns the currently used IP address.
DisplaySubnet
Syntax: <?--#exec cmd_argument="DisplaySubnet’-->
This function returns the currently used Subnet mask
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DisplayGateway
Syntax: <?--#exec cmd_argument="DisplayGateway’-->
This function returns the currently used Gateway address
DisplayDNS1
Syntax: <?--#exec cmd_argument="DisplayDNS1’-->
This function returns the address of the primary DNS server.
DisplayDNS2
Syntax: <?--#exec cmd_argument="DisplayDNS2’-->
This function returns the address of the secondary DNS server
DisplayHostName
Syntax: <?--#exec cmd_argument="DisplayHostName’-->
This function returns the hostname.
DisplayDomainName
Syntax: <?--#exec cmd_argument="DisplayDomainName’-->
This function returns the default domain name.
DisplayDchpState
Syntax:

<?--#exec cmd_argument="DisplayDhcpState( "Output when ON", "Output when
OFF")’-->

This function returns whether DHCP/BootP is enabled or disabled.
DisplayDhcpSupport
Syntax: <?--#exec cmd_argument="DisplayDhcpSupport( "Argl", "Arg2" )’-->

DHCP support can be disabled using configuration software. This function returns ‘Argl’
if it’s enabled and ‘Arg2’ if it’s disabled.

DisplayEmailServer

Syntax: <?--#exec cmd:argument="DisplayEmailServer’-->

This function returns the currently used SMTP server address.
DipslaySMTPUser

Syntax: <?--#exec cmd:argument="DisplaySMTPUser’-->

This function returns the username used for SMTP authentication.
DipslaySMTPPswd

Syntax: <?--#exec cmd:argument="DisplaySMTPPswd’-->

This function returns the password used for SMTP authentication.

GetText  (Note - This function cannot be used within email messages)

Page 167 ©January 2011



Appendix 2 IT Functionality

Syntax:

<?--#texec cmd arbgument="GetText( "ObjName", OutWriteString ( offset ), n )’-->

This SSI function gets the text from an object and stores it in the OUT area.

ObjName - Name of object.

offset

n
printf

- Specifies the offset from the beginning of the OUT area (i.e. Fieldbus Location).
- Specifies maximum number of characters to read (Optional)

Syntax: <?--#exec cmd_argument="printf("String to write", Argl, Arg2, ..., ArgN)’-->

This SSI function includes a formatted string, which may contain data from the Fieldbus
IN/OUT area, on a web page. The formatting of the string is equal to the standard C
function printf().

Like the standard C function printf() the "String to write" for this SSI function contains
two types of objects: Ordinary characters, which are copied to the output stream, and
conversion specifications, each of which causes conversion and printing of the next
successive argument to printf. Each conversion specification begins with the character %
and ends with a conversion character. Between the % and the conversion character there
may be, in order:

Flags (in any order), which modify the specification:
- which specifies left adjustment of the converted argument in its field.

+ which specifies that the number will always be printed with a sign (space) if the
first character is not a sign, a space will be prefixed.

for numeric conversions, specifies padding to the field with leading zeroes.

# which specifies an alternate output form. For o, the first digit will be zero. For x
or X, 0x or 0X will be prefixed to a non-zero result. For e, E,f, g and G, the output
will always have a decimal point; for g and G, trailing zeros will not be removed.

A number specifying a minimum field width. The converted argument will be printed
in a field at least this wide, and wider if necessary. If the converted argument has
fewer characters than the field width it will be padded on the left (or right, if left
adjustment has been requested) to make up the field width. The padding character is
normally space, but can be O if the zero padding flag is present.

A period, which separates the field width from the precision.

A number, the precision, that specifies the maximum number of characters to be
printed from a string, or the number of digits to be printed after the decimal point for
e, E, or F conversions, or the number of significant digits for g or G conversion, or
the minimum number of digits to be printed for an integer (leading Os will be added
to make up the necessary width)

A length modifier h, I, or L. "h" Indicates that the corresponding argument is to be
printed as a short or unsigned short; "I" or “L” indicates a long or unsigned long.
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The conversion characters and their meanings are shown below. If the character after the
% is not a conversion character, the behaviour is undefined.

Char- | Argument | Converted to
acter | type

d,i byte, word | decimal notation (For signed representation. Use signed argument)

o] byte, word | octal notation (without a leading zero).

X, X byte, word hexadecimal notation (without a leading Ox or 0X), using abcdef for
0x or ABCDEF for OX.

u byte, word | decimal notation.

c byte, word | single character, after conversion to unsigned char.

s char* characters from the string are printed until a \0' (i.e. NULL) is

reached or until the number of characters indicated by the precision
have been printed

f float decimal notation of the form [-Jmmm.ddd, where the number of d's is
specified by the precision. The default precision is 6; a precision of 0
suppresses the decimal point.

e E float decimal notation of the form [-]Jm.dddddd e+-xx or [-Jm.ddddddE+-xx,
where the number of d's specified by the precision. The default
precision is 6; a precision of 0 suppresses the decimal point.

g,G %e or %E is used if the exponent is less than -4 or greater than or
equal to the precision; otherwise %f is used. Trailing zeros and
trailing decimal point are not printed.

% - print a %
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The arguments that can be passed to the SSI function printf are:

Argument Description

InReadSByte(offset) Reads a signed byte from position offset in the IN area

InReadUBYyte(offset) Reads an unsigned byte from position offset in the IN area

InReadSWord(offset) Reads a signed word (short) from position offset in the IN area

InReadUWord(offset) Reads an unsigned word (short) from position offset in the IN area

InReadSLong(offset) Reads a signed longword (long) from position offset in the IN area

InReadULong(offset) Reads an unsigned longword (long) from position offset in the IN
area

InReadString(offset) Reads a string (char*) from position offset in the IN area

InReadFloat(offset) Reads a floating point (float) value from position offset in the IN area

OutReadSByte(offset) Reads a signed byte from position offset in the OUT area

OutReadUByte(offset) Reads an unsigned byte from position offset in the OUT area

OutReadSWord(offset) Reads a signed word (short) from position offset in the OUT area

OutReadUWord(offset) Reads an unsigned word (short) from position offset in the OUT area

OutReadSLong(offset) Reads a signed longword (long) from position offset in the OUT area

OutReadULong(offset) Reads an unsigned longword (long) from position offset in the OUT
area

OutReadString(offset) Reads a NULL terminated string (char*) from position offset in the
OUT area

OutReadFloat(offset) Reads a floating point (float) value from position offset in the OUT
area

scanf
Syntax:

<?--#texec cmd_argument="scanf( "ObjName", "format", Arg1l, ..., ArgN), ErrVall, ..., ErrvalN’-->

This SSI function reads a string passed from an object in a HTML form, interprets the
string according to the specification in format, and stores the result in the OUT area
according to the passed arguments. The formatting of the string is equal to the standard C
function call scanf()

ObjName - The name of the object with the passed data string
format - Specifies how the passed string shall be formatted
Argl - ArgN - Specifies where to write the data

Errvall -ErrValN - Optional; specifies the value/string to write in case of an error.
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Character | Input data, Argument Type

d Decimal number; byte, short

i Number, byte, short. The number may be in octal (leading O(zero)) or
hexadecimal (leading Ox or 0X)

0 Octal number (with or without leading zero); byte, short

u Unsigned decimal humber; unsigned byte, unsigned short

X Hexadecimal number (with or without leading Ox or 0X); byte, short

c Characters; char*. The next input characters (default 1) are placed at the

indicated spot. The normal skip over white space is suppressed; to read the next
non-white space character, use %1s.

s Character string (not quoted); char*, pointing to an array of characters large
enough for the string and a terminating "\0" that will be added.

e f,g Floating-point number with optional sign, optional decimal point and optional
exponent; float*

% Literal %; no assignment is made.

The conversion characters d, i, 0, u and x may be preceded by | (small case L) to indicate
that a pointer to ‘long’ appears in the argument list rather than a ‘byte’ or a ‘short’

The arguments that can be passed to the SSI function scanf are:

Argument Description

OutWriteByte(offset) Writes a byte to position offset in the OUT area

OutWriteWord(offset) Writes a word (short) to position offset in the OUT area

OutWriteLong(offset) Writes a long to position offset in the OUT area

OutWriteString(offset) | Writes a string to position offset in the OUT area

OutWriteFlost(offset) Writes a floating point (float) value to position offset in the OUT area

IncludeFile
Syntax: <?--#exec cmd_argument="IncludeFile( "File name" )'-->
This SSI function includes the contents of a file on a web page.
Default output:
Success - <File content>
Failure - Failed to open <filename>
SaveToFile

Syntax:

<?--#fexec cmd_argument="SaveToFile( "File name", "Separator", [Append|Overwrite] )’-->
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This SSI function saves the contents of a passed form to a file. The passed name/value
pair will be written to the file "File name" separated by the "Separator” string. The
contents can either be Appended to the file or overwrite the current content of the file.

Default output:
Success - Form saved to file
Failure - Failed to save form
Web Server

The module features a complete web server with SSI functionality. It is possible to upload
web pages to the module, giving access to parameters in the Fieldbus Interface using a
customizable interface.

By default the HTTP server is enabled, but it can be enabled/disabled by configuration
software on the Ethernet settings page.

Email Client

It is possible to send emails from the module. To send an email, the SMTP server address
must be configured. Without a valid SMTP address the module will not be able to send any
email messages.

Sending a predefined email on data event

It is possible to send predefined email messages, triggered by an event in the Fieldbus
Interface. The Fieldbus Interface is scanned once every 0.5 second. This means that an
event must be present longer than 0.5 seconds to ensure that it is detected by the module.
It is possible to have up to 10 user defined, and 10 admin defined emails, triggered on
different events. These shall be placed in the directories “\user\email\” for user
configurable emails and “\email” for non-user configurable emails. The files must be
named ‘email_1.cfg’, ‘email_2.cfg’ ... “‘email_10.cfg’.

The files shall have the following format:

[Register]

Area, Offset, Type
[Register match]
Match Value, Mask, Match operand
[To]

Recipient(s)
[From]

Sender

[Subject]

Subiject line
[Headers]

Extra Headers
[Message]
Message body
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Parameter Description

Area Source Fieldbus Interface Area. Possible values are ‘IN’ or ‘OUT’

Offset Source offset in Fieldbus Area, shall be written in decimal or hexadecimal.

Type Source data type. Possible values are ‘byte’, ‘word’, and ‘long’

Match Value Value to compare with the source data. Shall be written in decimal or
hexadecimal.

Mask The module performs a logical ‘and’ on the source data and this Mask before
the value is compared with the Match Value. The value shall be written in
decimal or hexadecimal.

Match Specifies how the data shall be compared with the Match Value. Possible

Operand values: ‘<, ‘=", >’

Recipient(s) Destination email addresses, semicolon separated

Sender Sender email address

Subject line Email subject (One line only)

Extra Headers | Optional. May be useful for advanced users when for example sending HTML

emails etc.

Message Body | The actual email message.

The data is read in the Fieldbus Interface from the area and offset specified by the
parameters Area, and Offset. The data size to read is specified by the Type parameter.
The module performs a logical ‘AND’ between the read data and the parameter Mask.
The result is compared with the parameter Match Value. How the data shall be compared
is specified by the Match Operand.

Example:

[Register]

IN, 0x0003, byte
[Register match]
0x20, Ox7F, >

[To]
controlroom@system.com
[From]
monitor@system.com
[Subject]

Status

[Message]

All data correct.

In the above example:

A byte is read from the Fieldbus IN area, at byte address 0003h
The module performs a logical <data> AND 7Fh.

If the result is larger than 20h, the email message is sent to
support@elprotech.com
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Note: If the [Register] or [Register match] information is changed, a reset is required for
changes to take effect. Other changes will take effect directly without a reset.

Note: Hexadecimal values must be written in the format OxN where ‘N’ is the
hexadecimal value.

SSI1 in Email Messages

For predefined emails it is possible to include data in the mails. This is done in a similar way as
data is added to web pages with SSI includes. Due to natural reasons, some SSI functions cannot
be used in email messages.

The supported SSI commands for emails are:
e DisplaylIP
e DisplaySubnet
e DisplayGateway
e DisplayDNS1
e DisplayDNS2
e DisplayHostName
e DisplayDomainName
e DisplayEmailServer
e DisplaySMTPUser
e DisplaySMTPPswd
e DisplayDhcpState
e DisplayDhcpSupport
e printf
e IncludeFile
e SsiOutput

Telnet Server

Through a Telnet client, the user can access the filesystem using a command line interface
similar to MS-DOS™. Depending on security settings, different parts of the filesystem can be
accessed by the user (see Security above).

The telnet server can be disabled via configuration software on the Ethernet Settings page.
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General Commands
help
Syntax: help [general|diagnostic|filesystem]
version
This command will display version information, serial number and MAC ID
exit
This command closes the Telnet session.

Diagnostic Commands
The following commands can be viewed by the command “help diagnostic’
arps
Display ARP stats and table
iface
Display net interface stats
sockets
Display socket list
routes

Display IP route table

File System Operations

For commands where filenames, directory names or paths shall be given as an argument
the names can be written directly or within quotes. For names including spaces the
filenames must be surrounded by quotes. It is also possible to use relative pathnames
using *.’, ‘\’and ’..’
dir

Syntax: dir [path]

Lists the contents of a directory. If no path is given, the contents of the current
directory are listed.

md
Syntax: md [[path][directory name]]

Creates a directory. If no path is given, the directory is created in the current
directory.

rd
Syntax: rd [[path][directory name]]

Removes a directory. The directory can only be removed if it is empty.
cd
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Syntax: cd [path]
Changes current directory.
format

Formats the filesystem. This is a privileged command and can only be called in
administration mode.

del
Syntax: del [[path][filename]]
Deletes a file.
ren
Syntax: ren [[path][old name]] [[path][new name]]
Renames a file or directory.
move
Syntax: move [[source path][source file]] [[destination path]]

This command moves a file or directory from the source location to a specified
destination.

copy
Syntax: copy [[source path][source file]] [[destination path][destination file]]
This command creates a copy of the source file at a specified location.
type
Syntax: type [[path][filename]]
Types (displays) the contents of a file.

mkfile
Syntax: mkfile [[path][filename]]

Creates an empty file.
append

Syntax: append [[path][filename]] [“The line to append”]

Appends a line to a file.
df

Displays filesystem info.
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